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Abstract—The decreasing cost and increasing capability of
small, low-power sensors has enabled the development of practical pervasive continuous healthcare monitoring systems. Such
continuous monitoring systems are effective in obtaining and
transmitting vital sign information that can be interpreted by
medical professionals. In addition, advances in big data analytics
and machine learning along with the proliferation of medical
data has given rise to a number of useful applications of big
data analytics in healthcare. However, utilizing the data from
continuous monitoring systems for machine learning presents
a unique set of challenges that have not yet been adequately
addressed. In this paper, we propose a smart module that
can be integrated into existing continuous monitoring systems.
Using incremental machine learning algorithms, this module will
serve as a diagnostic, predictive and prescriptive tool to assist
medical personnel and patients, thereby improving the quality
of healthcare delivery.
Keywords—continuous healthcare monitoring, wireless sensor
networks, real-time data analytics, incremental machine learning,
Internet of Things, smart systems

I. I NTRODUCTION
As the world population is aging, life expectancy is increasing and healthcare costs are rising, there is a need for
more effective and more efficient healthcare. The percentage
of the world’s population age 65 and older was 5.1% in 1950,
8.5% in 2015, and is expected to grow to 16.7% by 2050 [1].
In the United States in 2009, an estimated 85.6% of adults
65 and over had one or more chronic conditions, 56.0% had
two or more chronic conditions, and 23.1% had 3 or more
chronic conditions [2]. Treating chronic diseases accounts for
the bulk of healthcare expenditure in the United States: in
2010, 86% of all healthcare spending was for people with
one or more chronic conditions [3]. Meeting the need for
more effective and more efficient healthcare depends critically
on continued innovation in information and communications
technologies. Technologies such as wireless sensor networks
for continuous patient monitoring, big data analytics and the
Internet of Things provide significant opportunities to improve
healthcare.
There has been substantial research in developing wireless
sensor networks for continuous healthcare monitoring. Such
continuous monitoring systems use both wearable and emplaced small, low-power sensors to monitor patients’ vital
signs. The established continuous monitoring systems are
primarily reactive, alerting care providers in the event of
a deterioration of vital signs or a detected fall. Building

intelligence into continuous monitoring systems to give them
the ability to autonomously detect, predict and respond to
changes in conditions is a compelling prospect. In addition
to more sophisticated emergency alerts, such a system could
also aid in the early detection of diseases and the development
of personalized treatment plans. However, adding smartness
to real-time sensor networks presents a number of challenges,
which we argue can be addressed through incremental machine
learning algorithms to train streaming or online models.
In this paper, we propose a smart module that can be
integrated into existing continuous monitoring systems and
we show that the module’s proposed algorithms are suitable
for a real-time environment. In order for the module to be
able to integrate into existing continuous monitoring systems,
the module design must be such that the data generated
from existing systems can serve as the input for the module
and that the module’s output can be used to improve the
systems’ operations. The focus of this paper is on identifying
the requirements for a smart module and then proposing a
module that meets these requirements. Thus, experiments for
validating the module are left for future work.
The rest of this paper is organized as follows. Section II reports related work representing the most prominent continuous
monitoring systems. Section III reports demonstrated applications of big data analytics to healthcare. Section IV discusses
the types of data collection and aggregation methods used by
current continuous monitoring systems. Section V proposes a
machine learning module for continuous monitoring systems.
Section VI provides our conclusions and future work.
II. E XISTING C ONTINUOUS M ONITORING T ECHNOLOGIES
Advances in wireless sensor network technology have enabled the development of systems that can provide pervasive
continuous monitoring. The most critical component of these
systems is the wireless body area sensor network, consisting
of wearable sensor nodes that can sense, process and communicate a user’s vital signs. Since these sensors are networked
together, they can communicate the sensed information to a
gateway or base station, which can then communicate the
information over the Internet to healthcare providers and
emergency services. Sensors exist to measure a whole range of
vital information including ECG sensors for monitoring heart
activity, EMG sensors for muscle activity, EEG sensors for

brain electrical activity, blood pressure sensors, motion sensors, and even breathing sensors that can be used to measure
a patient’s activity level [4]. Two of the most cited research
projects related to continuous monitoring are CodeBlue [5]
and AlarmNet [6].
The CodeBlue infrastructure consists of wearable vital sign
sensors, location beacons, and a suite of protocols and services needed to make the information gathered useful to care
providers. CodeBlue uses ad hoc routing techniques to extend
the communication range of the devices. Data collection is
done through a mobile device like a computer or smartphone.
For location tracking, the MoteTrack localization system
is used [7]. MoteTrack uses beacon nodes to periodically
broadcast messages containing information about the node.
CodeBlue is a robust system that encompasses both hardware
and software that is scalable. It also uses an ad hoc network
design that enables the use of location tracking and multi-hop
communication.
The AlarmNet system was designed as an improvement
upon CodeBlue. AlarmNet uses both novel and off-theshelf wireless sensors, an embedded gateway and a backend database with analytical programs. AlarmNet’s programs
are designed to provide alerts in the event of an emergency,
the definition of which can be defined on a per-patient basis. AlarmNet is designed to be extensible, to accommodate
heterogeneous nodes and to be deployable at a large-scale.
Other researchers have sought to improve upon AlarmNet
by introducing a multitiered device architecture [8]. One big
improvement of AlarmNet over CodeBlue is its inclusion of
embedded security for private and sensitive data, although
some have been critical of its implementation [9].
While the existing continuous monitoring systems, including CodeBlue and AlarmNet, are capable solutions for achieving pervasive monitoring, it is clear that their effectiveness in
optimizing patient care could be greatly improved through the
inclusion of modern big data analytics technologies, such as
the smart module proposed in this paper. The reactive alerts
provided by the existing continuous monitoring systems are no
doubt useful for responding to emergency situations. Adding
intelligence to the systems through real-time machine learning
can enable them to make accurate predictions, diagnoses and
decisions. A huge opportunity also exists to integrate the
data from continuous monitoring systems along with the other
sources of medical data, including: Electronic Health Records
(EHRs), treatment guidelines, clinical studies, journal articles,
medical imaging, pharmacy, insurance, social media posts, and
more [10].
III. M ACHINE L EARNING IN H EALTHCARE
Machine learning algorithms are designed to take large
amounts of input data and to generate predictions or decisions
as output. Computers are said to learn when their decisionmaking accuracy improves with additional input data. Machine
learning algorithms work by learning relationships among a
usually large number of features describing the data and a
range of potential outcomes. Thus, algorithms can be trained

to predict outcomes and provide automated decision-making.
While the successful application of machine learning has
been seen in a large number of domains, this section will
discuss several examples in healthcare. The many successful
implementations of machine learning in healthcare give us
reason for optimism that a machine learning module for
continuous monitoring systems will be similarly successful.
Zhang et al. [11] introduces an algorithm for real-time
prediction and diagnosis using EHRs. Their algorithm is
referred to as a Very Fast Decision Tree because it uses a fixed
amount of memory and can handle a large amount of data in an
efficient manner. Their solution is aimed at providing clinical
decision support. While their model is designed to operate in
real-time, it does so in a rather limited way. Their model can
incorporate updates to a patient’s EHR and provide decision
support in real-time, but it does not support heterogeneous data
streams such as vital sign data from wireless sensor networks.
Research on IBM’s Watson project proposed and tested
a mining system for prognostic decision support using data
streams from patients in Intensive Care Unit (ICU) settings
[12]. This system can monitor data streams online in real-time,
but it also requires offline computation. The offline computation needs are substantial because the system uses cluster
learning which requires a large number of distance calculations, demanding a lot of time and computational resources.
Their system was shown to be effective at predicting not just
the onset of an adverse event, but also patient trajectories over
time; however, due to the computational and time requirements
it is not suitable for continuous monitoring.
Naive Bayes machine learning algorithms have been used
to make personalized risk predictions for future clinical events
[13]. Regression algorithms have been successfully applied to
high-dimensional data such as MRI brain images [14]. Support Vector Machine (SVM) classifiers have been applied to
large medical datasets and image-based classification. Prominent SVM applications include evaluating the link between
socioeconomic status and educational attainment [15], and
magnetic resonance image-based classification for risks after
heart surgery [16].
IV. R EAL - TIME COLLECTION AND PROCESSING OF
WIRELESS SENSOR DATA

In regard to the collection and processing of data from
sensor networks, the system can be adapted to a wide range
of numeric inputs; however, the machine learning algorithms
require that the data is at least in a consistent format. For this
reason, our proposed system leverages existing infrastructures
to minimize implementation costs and increase usability. As
a result, the system proposed depends on the aggregation,
preprocessing, assembly, and storage of patient data prior to
the data being sent to the smart module. This production of
data is required because the various systems available are built
by different teams and for different operating environments.
Wireless sensor networks break down into three major types:
cluster, chain, and mesh networks [5] [17]. Each of these
types has been utilized successfully in existing continuous

Fig. 1: Network Topology Types
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Mesh
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•

Self-healing to changes in network topology
Multiple power sources per BSN
Inherent security risk throughout
layers
Good sensor node longevity
Requires dedicated nodes to pass
messages
Inherent security risk throughout
layers
Very robust transmission paths
Unable to do local processing
Inherent security risk throughout
layers

TABLE I: Comparison of Three Network Architectures

monitoring systems. Figure 1 provides an illustration of their
architecture.
Cluster networks are characterized by systems such as
UbiMon [18]. They have multiple layers of communication
by which the data travels, one layer at a time, to reach
its final destination. In its native implementation, the data
is first collected by a sensor node inside the Body Sensor
Network (BSN). The data then travels to the Local Processing
Unit (LPU) which processes the data and prepares it for
transmission to the gateway. The gateway then sends the data,
through the Internet, to the medical servers to be stored and
processed. In this manner, the LPU can aggregate multiple
sensor nodes needed for the patient and stream the data in
batches to the server for later processing and inspection. A
benefit of this system is its use of wireless sensors, allowing
for flexibility in how to arrange the sensors on a patient’s body.

Although the BSN being comprised of many individual units
has its advantages, it also has the disadvantage of needing
multiple power sources per BSN.
Chain networks include systems such as MEDiSN [19].
They are usually characterized by utilizing nodes as the “backbone” of the network. In the case of MEDiSN, the system is
broken into two layers of nodes. Sensor nodes collect data
from patients and send them to relay nodes. The relay nodes
then send that data to the next relay node in the backbone
toward the gateway. The sensor node incorporates the medical
sensors and the local processing unit onto the same printed
circuit board. This sensor node processes, encrypts, and sends
the data to relay nodes. As a rule, all sensor nodes do not
receive data from other sensor nodes. This allows the sensor
nodes to conserve as much power as possible by gating their
radios. The relay nodes then transmit the data to the nearest
gateway. Since the path is ad hoc in nature, a loss of a relay
node will not render the network unusable. Once the data has
traveled to the gateway of the network, it travels to the medical
server via the Internet. From here it is then processed and
made available to medical professionals. This structure has
the advantage of sensor node longevity at the expense of node
quantity since there are nodes that only pass messages.
An example of a mesh network for continuous monitoring is
CodeBlue [5]. Mesh networks are truly ad hoc, and therefore
have a decentralized structure where any node has the possibility to talk to any other node by a dynamically generated
route. The sensor nodes typically have limited processing
power so their function is confined to collecting, preparing and
sending data. When the data is ready to be sent, there are three
choices: send the data to another sensor node, to a wireless
handheld computer, or to a wired, network enabled computer
station. Depending on the current network setup and patient
information demand, it will automatically establish a route
to achieve the desired result. This allows data to travel to a

gateway, no matter the scale of the network setup at the time of
need. From the gateway, the data travels to the medical server
where it is processed and viewed. This implementation of the
network structure has the advantage of being very robust in its
transmission paths. The implementation has the disadvantage
being unable to perform local processing or filtering which
could improve battery lifespan.
Between the three types of network structures, there are
many similarities in operation. In all network architectures,
data is collected, packaged for wireless transmission, and
passed to a local gateway. From there is it passed to the
medical server for further use. All continuous monitoring
systems—regardless of their network structure—have an architecture that includes some sort of medical server to store
data. Thus, to achieve compatibility with multiple existing
continuous monitoring systems, our proposed smart module
is designed to interface with the medical server. The front
end of the module would consist of an agent that receives
the data packets and deciphers the data’s language, type, and
bit size. The agent would then do any necessary translation,
type casting, and bit scaling to match the machine learning
algorithm’s input structure. When done in this way, adding new
network structures would only require adding a sub-module to
the agent. This ability allows for a longer longevity of service
life and increasing adaptability to the changing information
infrastructure.

must run in real-time. Second, they must be updatable without
having to fully retrain the model. Finally, they must have very
high performance in order to maintain patient and doctor trust
while minimizing human overhead in managing responses.
Streaming or online classifiers provide the solution to the
requirements of being real-time and updatable. These classifiers are variants of machine learning algorithms designed to
be trained either incrementally with single instances, or with
batches of instances instead of requiring the entire training
dataset. The streaming aspect of the model refers to the
fact that new instances are used to update the model. As a
component of this process, old instances can be forgotten. The
rates at which the model learns from new instances and forgets
old instances can be controlled by model parameters. Most
importantly, during this process the model remains active or
online, and can continue to be used for regular operations.
We advocate using incrementally trained classifiers as this is
a better match for our real-time goal since batch updates have
less frequent update intervals making them less responsive to
recent history. While there are numerous incremental classifiers, we suggest the use of either Support Vector Machines
or Naive Bayes. Both are popular learners and have been
demonstrated to perform well in a wide range of domains.
More importantly, both have been successful in the medical
domain and both have proven incremental variants.

V. P ROPOSED S MART M ODULE D ESIGN

Support Vector Machines (SVMs) [20] construct a hyperplane that divides the instances into two groups while
maximizing the distance of the center of each group from
the boundary. While the original implementation of SVM
separates instances into linearly separable spaces, a non-linear
kernel may be adopted. Such a transformation, known as the
kernel trick, allows instances to be separated into non-linear
spaces and can greatly improve classification performance
[21]. An online incremental implementation of SVM has
been developed by Tax and Laskov [22]. This implementation
of SVM allows for continuous updates, online unsupervised
learning and incremental learning, thus allowing the SVM
algorithm to be used in a continuous monitoring system.
SVM has been demonstrated to perform well in a wide
range of classification tasks, including diagnoses of medical
conditions such as breast cancer [23], and is a good choice
for construction of the machine learning module as it can
find complex relationships and is robust to high dimensionality
(large numbers of features); however, it does require a large
amount of memory to train initially.

In this section we present the requirements and design of
our proposed machine learning module for continuous monitoring. As this is a flexible system designed to be integrated
into existing continuous monitoring systems and this paper
is exploratory, this section provides guidelines for selecting
appropriate machine learning algorithms and discusses their
integration in wireless sensor networks.
There are a wide range of machine learning algorithms that
can be used to train predictive models or classifiers for the purpose of making predictions. Though diverse in their operation,
these algorithms generally function by learning relationships
between features describing instances of data and labels or
classes attached to the instance. If we use a time interval
of sensor data from a patient as an instance, the features
describing the instance are the measurements collected in that
interval. Machine learning algorithms can provide automated
decision-making to both preemptively anticipate problems and
detect problems as they occur based on this data by learning
patterns from previous data. Thus, a classifier can be trained
from medical data for predictive and diagnostic purposes as
an aid to medical personnel. Additionally, the use of machine
learning in healthcare has already been shown to be effective,
as discussed in Section III.
While machine learning is used in the medical and healthcare domain, current applications are not suitable for continuous monitoring with wireless sensor networks. This specific
application has several requirements not encountered when implementing machine learning in other settings. First, classifiers

A. Support Vector Machines

B. Naive Bayes
Our second recommended classifier for continuous monitoring is Naive Bayes. Naive Bayes is a learner that used Bayesian
probabilities to compute the likelihood of class membership of
an instance given its descriptive features. This classifier makes
the assumption that all features are independent. While is is
often not true, it is still a very effective algorithm [24] and very
fast to train and update. However, this assumption means that

Fig. 2: Illustration of Continuous Monitoring Architecture with Proposed Smart Module

classifiers trained with Naive Bayes do not learn relationships
between features. Many implementations exist for training an
online incremental Naive Bayes model, we suggest using the
online bagging or boosting ensemble approach, described by
Oza [25]. These ensemble approaches greatly enhance model
performance, while still being extremely fast to train and
update compared to batch learners.
C. Machine Learning Module Design
Incremental implementations of SVM and Naive Bayes both
meet the algorithm requirements previously outlined. Either
machine learning algorithm can be used in the machine learning module and integrated into existing continuous monitoring
networks at the medical server level. Within the machine
learning module multiple models will be active simultaneously
to allow individual models to target specific sets of problems as
employing multiple specialized models is more practical than
training a single model for everything. Models can be pretrained and run “out of the box” so that they can be employed
immediately. In addition to using sensor data from patients,
the module will also leverage EHRs to enhance predictive and
prescriptive functionality.
An example of the architecture of a continuous monitoring
network with our smart module can be found in Figure 2.
When data is sent to the medical server, instances of data
organized by a time period and associated with an individual
patient will also be sent to the machine learning module for
real time analysis and to update the models. The module will
feed data into the appropriate models to monitor patient risk
for a wide range of diseases and to assess their current state of
health. When problems are detected, the patient and medical
personnel can be alerted. Additionally, detection of critical
and immediate health risks can trigger automatic emergency
service deployment. In these situations, emergency personnel
will also be provided with detailed information on a patient’s

history (through access to EHRs) and the effectiveness of
various treatment options given the patient’s current condition.
This better equips emergency personnel and doctors with
the information they need to select the correct procedures.
Ultimately, this module provides useful diagnostic, predictive
and prescriptive decision guidance to patients and medical
personnel by using multiple machine learning models to detect
patterns in patient data that may not be readily noticeable by
human agents.
VI. C ONCLUSIONS AND F UTURE W ORK
Given the increasing need to provide care for those suffering from medical conditions, along with the rapid pace of
technological innovation in wireless sensor networks and big
data analytics, there is ample opportunity to use technology
to improve the quality of healthcare delivery. Wireless sensor
networks in healthcare can provide remote access to a vast
amount of real-time patient data, eliminating the barriers of
distance and time in tracking patients. Incorporating smart systems using machine learning into these continuous monitoring
systems can amplify their range and impact, and can help to
make progress in reducing the huge number of preventable
diseases and deaths.
In this paper, we propose a smart module that can be incorporated into existing continuous monitoring systems to provide
diagnostic, predictive and prescriptive decision support. To
lay the foundation for this, we provide a review of existing
continuous monitoring sensor networks, current applications
of machine learning in healthcare, and how data is aggregated
and transported in current systems. Our proposed system uses
online, incremental classifiers to provide real-time, continuous
and updatable models. Implementations of incremental Naive
Bayes or SVM satisfy our design requirements, and either
can be chosen depending on specifics of a given module
installation. Our machine learning module will operate at the

medical server level where it can make use of the incoming
stream of patient data to aid medical personnel and patients.
Future work includes developing a system prototype that
we can use to run experiments with suitable data sets in
order to validate the design and efficacy of the model. We
plan to run simulations to test the model. For the dataset,
we will simulate a dataset that is informed by the numerous
publicly available healthcare datasets. To model the continuous
monitoring wireless sensor networks, we will use the ns-3
discrete event network simulator. Once the simulation is up
and running, we will develop, test and refine the proposed
machine learning algorithms to make decisions and predictions
based on the data.
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